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Short Biography

Paolo Santini received a Laurea degree in Electronic Engineering (summa cum laude) in 2014, a Laurea Magistrale
degree in Electronic Engineering (summa cum laude) in 2016 and a PhD in Information Engineering in 2020, with
a thesis entitled “On the use of structured codes for cryptographic applications”, by Marche Polytechnic University.
Since 2019 he is a postdoctoral researcher in Information Engineering at the Department of Information Engineering
of Marche Polytechnic University.

His research activity is focused on coding theory and cryptography, with particular attention to LDPC and MDPC
codes and post-quantum cryptography.

In 2018 he has been a visiting student for two months at the Department of Mathematical Sciences, Florida Atlantic
University; in 2020/2021, he has been a research fellow for four months in the same department. He has partici-
pated, as a co-author of two proposals, to the 2017 NIST process for standardization of post-quantum public key
cryptosystems. He serves as Guest Editor for Cryptography and as a reviewer for many international journals and
conferences. He has been co-organizer of the seventh Code-Based Cryptography workshop in 2019, and the first and
fourth editions of CBCrypto in 2020 and 2023, respectively.



Training

PhD
(March 20, 2020)

Visiting PhD student
(March-April 2018)

Master’s Degree
(October 19, 2016)

Bachelor’s Degree
(October 18, 2014)

PhD in Information Engineering (curriculum: Biomedical, Electron-
ics and Telecommunications Engineering) from Universita Politec-
nica delle Marche, with a thesis entitled “On the use of structured
codes for cryptographic applications” (" Sull'utilizzo di codici strut-
turati per applicazioni crittografiche"), advisor Prof. Marco Baldi.

Visiting PhD student at Florida Atlantic University, Boca Raton,
Florida, USA, under the supervision of Prof. Edoardo Persichetti.

Two-year Laurea Magistrale Degree (equivalent to Master's Degree)
in Electronic Engineering obtained with grade 110/110 and honors
from Universita Politecnica delle Marche with a thesis entitled “Pro-
getto di sistemi crittografici basati su codici QC-LDPC con chiavi
compatte”, advisor Prof. Marco Baldi.

Three-year Laurea Degree (equivalent to Bachelor's Degree) in Elec-
tronic Engineering obtained with grade 110/110 and honors from
Universita Politecnica delle Marche with a thesis entitled “Attacchi
al sistema di McEliece basato su alfabeti continui”, advisor Prof.
Marco Baldi.

Current Position

Universita Politecnica delle Marche
(01/11/2019 - present)

Research Fellow (art. 51, paragraph 6, Law 27 December 1997 n.
449) in the Scientific Sector ING-INF / 03 - Telecommunications,
in the Department of Information Engineering, on a project entitled
“Metodi e strumenti innovativi per il REACTive Product Design and
Manufacturing”.




Language knowledge

English

French

Italian

Good command of spoken and written language. Frequent contacts
and speeches delivered in English.

Scholastic knowledge of spoken and written language.

Mother language.

Editorial activity

Participation in the Organizing Commit-
tee of International Conferences

Participation in the Technical Program
Committee of International Conferences

Editorial activity

7th Code-Based Cryptography Workshop, Edition: 2019;
CBCrypto - International Workshop on Code-Based Cryptog-
raphy, Editions: 2020 and 2023;

Algebra, Codes and Cryptology (A2C), 2019
CBCrypto, Editions: 2021, 2022, 2023, 2024
AAC24 - Workshop on Advances in Asymmetric Cryptanalysis

Editor

Cryptography (MDPI) special issue, entitled “Public-Key
Cryptography in the Post-quantum Era”

Springer volume, book series: Lecture Notes in Computer Sci-
ence (LNCS, volume 11666): “Code-Based Cryptography 7th
International Workshop”, CBC 2019, Darmstadt, Germany,
May 18-19, 2019, Revised Selected Papers

Springer volume, book series: Lecture Notes in Computer
Science (LNCS, volume 12087): “CBCrypto 2020", Zagreb,
Croatia, May 9-10, 2020, Revised Selected Papers

Springer volume, book series: Lecture Notes in Computer
Science (LNCS, volume 12087): “CBCrypto 2023", Lyon,
France, April 22-23, 2023, Revised Selected Papers

Reviewer for international journals, including:

IEEE Communication Letters

IEEE Transactions on Circuits and Systems

IEEE Transactions on Information Theory

IEEE Transactions on Information Forensics and Security
IEEE Transactions on Very Large Scale Integration Systems
IEEE Open Journal of the Communications Society
Designs, Codes and Cryptography

Cryptography MDPI

Entropy MDPI

Security and Communication Networks

Optical and Quantum Electronics

International Journal of Communication Systems

Reviewer of many contributions submitted for presentation at international conferences.




Participation in research projects

Post Quantum Cryptography Algorithms
for Satellite Telecommunication Applica-
tions

Funded by the European Space Agency
(ESA)

Over the air CRYPTOgraphic keys ex-
change for secure governmental SATel-
lite communications (CRYPTOSAT)
Funded by the European Space Agency
(ESA)

Human Digital Flexible — Factory of the
Future Laboratory (HD3FLAB) - Pro-
getto: MERCURY- sMart sEcuRe de-
Centralized indUstRY

Funded by Marche Region

Metodi e strumenti innovativi per il RE-
ACTive Product Design and Manufac-
turing—REACT

Funded by PON-PNR 2015-2020

Role: Key Person

The main objective of this project is to evaluate the performance
of post-quantum cryptography algorithms for satellite telecommuni-
cation applications. The project aims to take into account realistic
scenarios, derive the associated requirements on post-quantum cryp-
tographic algorithms and networking protocols and, finally, evaluate
their performances.

Role: Key Person

The project fits in the scenario of Governmental Satellite Communi-
cations (GOVSATCOM), which are crucial both for civil and military
purposes and, consequently, deserve a high standard of security and
reliability. CRYPTOSAT aims at endowing GOVSATCOM with a
secure and efficient keys exchange infrastructure, studying the per-
formances of internet protocols (such as IKEv2) when employed in
satellite channels.

Role: Collaborator

The project proposes the design and construction of an industrial
automation platform that integrates edge computing with cyberse-
curity and blockchain techniques. The blockchain is employed to
let nodes communicate, with the aim of increasing data exchange
and network efficiency, while still guaranteeing its security. To re-
alize these functions, it is necessary to carefully study the crypto-
graphic primitives with which the nodes must be equipped, in order
to guarantee security and efficiency (taking into account the reduced
computational capabilities of some of the nodes participating in the
network).

Role: Collaborator

The project aims to develop innovative methods to react to the anal-
ysis of the information content that is detectable on Smart Factory
production lines, where an enormous amount of data is typically
exchanged.

Other research activities and

CROSS: candidate for NIST Post-
Quantum Standardization process
June 2023 - Ongoing

LESS: candidate for NIST Post-
Quantum Standardization process
June 2023 - Ongoing

LEDAcrypt: candidate for NIST Post-
Quantum Standardization process
December 2016 - March 2020

awards

Role: Co-author

CROSS is a digital signature scheme based on the restricted syn-
drome decoding, which is in the firt round of the NIST addi-
tional call for digital signatures (official website https://www.
cross-crypto.com/)

Role: Co-author

LESS is a digital signature scheme based on the code equivalence
problem, which is in the firt round of the NIST additional call for
digital signatures (official website https://www.less-project.
com/)

Role: Co-author

LEDAcrypt is a suite of post-quantum encryption and key encapsu-
lation algorithms, based on QC-LDPC codes, which has been admit-
ted to the first and second rounds of the NIST competition (official
website https://www.ledacrypt.org/)


https://www.cross-crypto.com/
https://www.cross-crypto.com/
https://www.less-project.com/
https://www.less-project.com/
https://www.ledacrypt.org/

Collaborations and scientific visits

Awards

e Research Associate at Math Department at Florida Atlantic
University, Boca Raton, Florida, USA, November 2019 -
February 2020

e Scientific visits:
- Coding and Cryptography Group, Technical University of
Munich, Munich, Germany, October 2022
- Math Department at Florida Atlantic University, Boca
Raton, Florida, USA, September 2019
- Applied Algebra Group at University of Zurich, Zurich,
Switzerland, November 2018

e Best paper award for work [I], accepted in International Joint
Conference on e-Business and Telecommunications (ICETE)
2020

e Best paper award for work [2], accepted in 2022 IEEE
International Conference on Omni-layer Intelligent Systems
(COINS)

Professional Memberships and Services

Institute of Electrical and Electronics En-
gineers (IEEE)

National Inter-University Consortium for
Telecommunications (CNIT)

Italian Group of Telecommunications
and Information Technology (GTTI)

Member since 2017.

Member since 2017.

Member since 2017.

University Teaching

Cryptography and Blockchain

Master of Science in Electronic Engineering
of Marche Polytechnic University.

Academic years: 2021-2022, 2022-2023
Hours: 72, language: Italian

Role: Professor

Coding and Cryptography

Master of Science in Computer and Automa-
tion Engineering, Ecampus.

Academic vyear: 2020-2021, 2021-2022,
2022-2023

Hours: 72, language: Italian

Role: Professor

Topics:

Private key cryptography, public key encryption, hash function, dig-
ital signatures, post-quantum cryptography, modern cryptographic
applications and functionalities, blockchain networks.

Topics:
Source coding, error correction codes, private and public key cryp-
tography, hash functions, digital signatures, post-quantum cryptog-
raphy.



Mobile Operating Systems

Master of Science in Computer and Automa-
tion Engineering, Ecampus.

Academic year: 2020-2021, 2021-2022
Hours: 48, language: ltalian

Role: Professor

Other

Lectures and tutorials on specific topics for
courses of Master of Science of Universita
Politecnica delle Marche.

Topics:

Principles of programming for embedded devices, programming for

mobile devices (Android).

Courses:

e Telecommunications
Signal theory
Digital communications

Information theory and codes

versity

Security in telecommunications networks
Octave course for PhD students of Marche Polytechnic Uni-

Supervision of BSc and MSc Dissertations (in Italian)

BSc = three-year Laurea degree, equivalent to BSc.
MSc = two-year post-BSc Laurea degree, equivalent to MSc.

Study of new attacks on the Code Equivalence Problem
Optimisation of Patterson decoding algorithm through In-
tel's AVX2 instrinsic instructions with application on Clas-
sic McEliece quantum-resistant cryptosystem

Design and implementation of blockchain protocols for bio-

Design and implementation of blockchain protocols for bio-
Blockchain Transaction Implementation on ARM Cortex-
Performance Assessment of a Private Blockchain Network
Implementation of Ethereum blockchain transactions on
ARM Cortex-M4 embedded processors

Design and optimization of a code-based post-quantum
Implementation of a code-based post-quantum digital sig-
LDPC code optimization with Lee metric-based decoding

implementation of codebased post-

quantum cryptographic primitives
Attacks based on weak keys against post-quantum crypto-

Academic Student Title
Year
2022-2023  Chen Lei
2021-2022 Tommaso Ca-

soni
2021-2022  Valeria Ve-

trano metric identification
2021-2022  Vito Scaraggi

metric identification

2020-2021 Domenico An-

drea Giliberti M4 Platform
2020-2021  Davide

Bevilacqua Infrastructure for Industry 4.0
2020-2021  Daniela Voltat-

torni
2020-2021 Rebecca Giu-

liani digital signature scheme
2020-2021  Chen Lei

nature scheme

2019-2020 Renat Ker-

menov
2019-2020  Francesco Microcontroller

Ciotti
2019-2020  Gianmarco

Mascilongo

graphic systems based on sparse codes

Type
MSc
MSc
MSc
BSc
MSc
MSc
MSc
BSc
BSc
MSc
MSc

MSc

Role
Supervisor
Co-Supervisor
Co-Supervisor
Supervisor
Co-Supervisor
Co-Supervisor
Co-Supervisor
Co-Supervisor
Co-Supervisor
Co-Supervisor
Co-Supervisor

Co-Supervisor

Presentations and seminaries

Presentations given at international con-
ferences (with proceedings)

With reference to the list of publications reported below, Paolo San-
tini has presented the following works at international conferences:

[3) [, 5] [6]



Presentations given at international
workshops (without proceedings)

Speaker at Post-Quantum Cryptography Workshop, Oxford,
September 5, 2023,
" CROSS: Codes & Restricted Objects Signature Scheme”

Speaker at SIAM AG 2023, Eindhoven, July 12,
" Zero Knowledge Protocols and Signatures from the Re-
stricted Syndrome Decoding Problem "

Speaker at PQCifris 2022 - Workshop on Post-Quantum
Cryptography, Trento, October 14, 2022,

" Recent Advances in the Code Equivalence Problem and
Applications to Cryptography"

Speaker at 4th Distributed Ledger Technology” Workshop,
Rome, Italy, June 20 2022,

" Implementation of Ethereum Accounts and Transactions on
Embedded loT Devices”

Speaker at FOCODILE 2022 - 3rd International Workshop
on Foundations of Consensus and Distributed Ledgers, IMT
School for Advanced Studies Lucca , Lucca, Italy, June 13
2022, title:

“Clearing Fuzzy Signatures: a Proof of Work Blockchain
Protocol for Biometric Identification”

Speaker at Code-Based Cryptography workshop, Trondheim,
Norway, May 30 2022,

" A Coding Theory Approach to the Solution of the Permuted
Kernel Problem”

Speaker at SIAM Conference on Applied Algebraic Geometry,
online event, August 17, 2021,

" The Restricted Syndrome Decoding Problem, and its
Application to Digital Signatures”

Invited speaker at HIPEAC 2020, Bologna, January 20, 2020,
" Tackling the problem of large public keys in post-quantum
encryption schemes based on codes”

Speaker at SIAM Conference on Applied Algebraic Geometry,
University of Bern, Bern, Switzerland, July 13, 2019,

" Public key encryption and key exchange from LDPC codes:
LEDAcrypt”

Speaker at ESIT 2018, Bertinoro, ltaly, May 11, 2018,
" Hindering reaction attacks by using monomial codes in the
McEliece cryptosystem'”

Speaker at workshop “Celebrating the influence of Ruud
Pellikaan”, at Technische Universiteit Eindhoven, Eindhoven,
Netherlands, March 8, 2019,

" Structured codes with cryptographic applications”

Speaker at workshop CBC 2018, at Florida Atlantic University,
Fort Lauderdale, Florida, USA, April 5-6, 2018, with two talks:
"LEDAkem and LEDApkc: key encapsulation and public-key
cryptography based on QC-LDPC codes,”

" A QC-LDPC code-based public-key cryptosystem resistant to
reaction attacks"



Invited Seminaries

e TUM ICE Doctoral Seminar, Technical University of Munich,
Munich, July 25, 2023:
" Proving without revealing: code-based signatures from Zero
Knowledge protocols”

e Seminary at Technical University of Munich, Munich, October
11, 2022,
" Recent Advances in Code Equivalence: Attacks, Applications
and Open Questions”

e Online RTG research seminar at Clemson University, Novem-
ber 29, 2021,
" The code equivalence problem and its applications to

cryptography”

e Online seminary for Post-Quantum Cifris, November 2, 2021,
" Recent advances in code-based encryption and digital
signatures”

e Seminary at University of Zurich, Switzerland, November 7,
2018,
" Structured Codes with Cryptographic Applications”

e Seminary at Florida Atlantic University, Boca Raton, Florida,
USA, March 30, 2018,
LEDAkem and LEDApkc: post-quantum cryptosystems based
on QC-LDPC codes

Keynote Speechs

e Keynote speaker at the Second International Workshop on
Post-quantum Cryptography (IWPQC 2021), held during 10-
11 December 2021 in conjunction with Indocrypt 2021

Attended Workshops and Conferences

First PQC Standardization Conference, 2018 (Fort Lauderdale, Florida, USA).

Second PQC Standardization Conference, 2019 (Santa Barbara, California, USA).

Celebrating the influence of Ruud Pellikaan, 2019 (Technische Universiteit Eindhoven, Eindhoven, Netherlands).
CBCrypto - International Workshop on Code-Based Cryptography Workshop (CBC), 2018 (Florida Atlantic
University, Davie, Florida), 2019 (Darmstadt, Germany), 2020 (Online event), 2021 (Online event) and 2022
(Hybrid event, Trondheim, Norway).

International Workshop on Code-Based Cryptography (CBCrypto), 2020 (Zagreb, Croatia) and 2021 (Munich,
Germany).

e 2018 IEEE International Symposium on Information Theory (ISIT), 2018 (Vail, Colorado)
e Quantum Cryptanalysis of Post-Quantum Cryptography, 2020 (Simons Institute for the Theory of Computing,

University of California, Berkeley, California, USA).
Dagstuhl Seminar 21421 " Quantum Cryptanalysis’, 2021 (Schloss Dagstuhl - Leibniz Center for Informatics,
Germany).

e 2022 IEEE International Symposium on Information Theory (ISIT), 2022 (Aalto University, Espoo, Finland).
e FOCODILE 2022 - 3rd International Workshop on Foundations of Consensus and Distributed Ledgers, 2022 (

IMT School for Advanced Studies, Lucca, ltaly).

e 4th Distributed Ledger Technology Workshop, 2022 (Rome, ltaly).
e PQCifris 2022: School & Workshop on Post-Quantum Cryptography, 2022 (Fondazione Bruno Kessler, Trento,

Italy)

e CBCrypto 2023- International Workshop on Code-Based Cryptography, 2023 (ENS Lyon, Lyon, France)
e Workshop in Coding Theory & Cryptography, 2023 (VT Steger Center for International Scholarship, Riva San

Vitale, Switzerland).



e SIAM Conference on Applied Algebraic Geometry (AG23), 2023 (Eindhoven University of Technology, Eind-
hoven, The Netherlands).
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